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Python 
implementation 
of a proxy

import socket

HOST = '127.0.0.1'  # Proxy listens on localhost
PORT = 8888         # Proxy port

def start_proxy():
    server = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
    server.bind((HOST, PORT))
    server.listen(5)
    print(f"[*] Proxy running on {HOST}:{PORT}")

    while True:
        client_socket, addr = server.accept()
        print(f"[*] Connection from {addr}")
        request = client_socket.recv(4096)

        # Forward request to external server
        with socket.socket(socket.AF_INET, socket.SOCK_STREAM) as proxy_socket:
            proxy_socket.connect((”<kali-ip>", 8080))  # Forwarding all requests to <kali-ip>
            proxy_socket.sendall(request)
            response = proxy_socket.recv(4096)

        # Send response back to client
        client_socket.sendall(response)
        client_socket.close()

if __name__ == "__main__":
    start_proxy()



Socks5 Proxy

Ref: https://medium.com/@nimit95/socks-5-a-proxy-protocol-b741d3bec66c 

Socks5 extends Socks4 to support IPV6 and UDP

Message sent TCP 
Port 1080 

VER field is set to X'05' for this version 
of the protocol.

NMETHODS: Number of the Methods

https://medium.com/@nimit95/socks-5-a-proxy-protocol-b741d3bec66c
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Routes 
1. eth0 is connected to the internal network (192.168.42.0/24).
2. eth1 is connected to an external network (10.0.1.0/24).
3. The device has a default gateway on eth0 (192.168.1.1) for internet access.

eth0192.168.42.0/24

eth110.0.1.0/24

Flags: Indicate route properties.
•U (Up): The route is active.
•G (Gateway): The route goes through a gateway.
•H (Host): The destination is a single host.
•R (Reinstate): Used for dynamic routes.

Metric: The cost of using this route (lower is preferred).
•Routes with lower metrics are chosen first.

* Means no gateway 
necessary









But want if we want to use tools like NMAP to 
scan the target machine



Proxy chains

• Draw the idea. 
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