
F I R E S T O R E  L E C T U R E  I I
D A N I E L  G R A H A M



O V E R V I E W

• Querying 

• Security



Q U E R Y I N G

• The process of finding something in a database

R U L E :   Y O U  C A N  O N LY  Q U E R Y  C O L L E C T I O N S / S U B - C O L L E C T I O N S  



1 2 Diners

ReviewsReviews

Query: Find 4 star reviews for dinner 1

Possible



Diners

ReviewsReviews

Find all Diner In the north



Diners

ReviewsReviews

Collection Group Query

Queries that span multiple 
Y O U  W I L L  H AV E  
M A N U A L  I N D E X



C A N ’ T  D O  J O I N S

Diners

ReviewsReviews

Users
G E T  M E  A L L  O F  U S E R  F R O M  U S E R S  

C O L L E C T I O N  T H AT  H A S  W R I T T E N  R E V I E W  
F O R  R E S TA U R A N T  2  

C A N T  D O



R U L E S  F O R  Q U E R I E S

• Queries need to be equality or greater than equal type 
commands  

• Example find all diners name = ‘ohill’ 

• Find all reviews rating >= 4  

• Can’t query based on calculation. Rating rating /2



A L L  Q U E R I E S  A R E  S H A L L O W

Y O U  W I L L  N O T  G E T   
T H E  S U B  C O L L E C T I O N

T I M E  I T  TA K E S   
R U N  A  Q U E R Y  I S  P R O M O T I O N A L   

N U M B E R  O F  R E S U LT  Y O U  G E T  B A C K  
N O T  T H E  N U M B E R  O F  D O C S  

Y O U  S E A R C H  T H R O U G H



T I M E  I T  TA K E S   
R U N  A  Q U E R Y  I S  P R O M O T I O N A L   

N U M B E R  O F  R E S U LT  Y O U  G E T  B A C K  
N O T  T H E  N U M B E R  O F  D O C S  

Y O U  S E A R C H  T H R O U G H

If you only 6 result back it doesn’t matter  
If search 6 Million or 60 records 

It will take the same amount of time  



All fields and Maps in document are index 

R AT I N G D O C _ I D

1 X X X

2 B B B

3 C C C

4 A D S

Easy to search 
Through  

Binary search

Rating > 3



Firebase will create  
an index address_zip 

Even does this for maps



N A M E D O C _ I D

“ A B E ” X X X

“ C AV ” B B B

“ C A S T L E ” C C C

“ O H I L L ” A D S

Restaurant.name = “CAV”



• Finding diners will hill name harder there is no index

N A M E D O C _ I D

“ A B E ” X X X

“ C AV ” B B B

“ C A S T L E ” C C C

“ O H I L L ” A D S

No Regular expression 
Based search



N A M E D O C _ I D

“ A B E ” X X X

“ C AV ” B B B

“ C A S T L E ” C C C

“ O H I L L ” A D S

NOT OR QUIRES

NO  NILL 
NOT EQUAL QUIRES

Requires linear sweep  
Rule no slow quires



Possible to mix types, but will create 
Separate Indexes, don’t mix types

R AT I N G D O C _ I D
1 X X X
2 B B B
3 C C C
4 A D S

R AT I N G D O C _ I D
“ 1  O F  5 ” Q Q Q
“ 2  O F  5 ” D D D
“ 3  O F  5 ” Y Y Y
“ 4  O F  5 ” D S S

You will have to  
Query the Indies  

Separately

Rating = 4

Rating == “4 OF 5”



C A N  Q U E R Y  M U LT I P L E  F I E L D S  AT  O N C E

C A PA C I T Y D O C _ I D
1 0 X X X
2 0 B B B
2 0 C C C
4 2 A D S

L O C AT I O N
N

D O C _ I D
N O R T H B B B
N O R T H X X X

C E N T R A L C C C
S O U T H A D S

diner = 20 & location = south 

First sort by key and then doc id



C A N  Q U E R Y  M U LT I P L E  F I E L D S  AT  O N C E

C A PA C I T Y D O C _ I D
1 0 X X X
2 0 B B B
2 0 C C C
2 0 D D D
2 0 X X X
2 0 Y Y Y
4 2 A D S

L O C AT I O N
N

D O C _ I D
N O R T H B B B
N O R T H X X X

C E N T R A L C C C
S O U T H A D S

diner = 20 & location = North 

First sort by key and then doc id



C A N  Q U E R Y  M U LT I P L E  F I E L D S  AT  O N C E

C A PA C I T Y D O C _ I D
1 0 X X X
2 0 B B B
2 0 C C C
2 0 D D D
2 0 X X X
2 0 Y Y Y
4 2 A D S

L O C AT I O N
N

D O C _ I D
N O R T H B B B
N O R T H X X X

C E N T R A L C C C
S O U T H A D S

diner = 20 & location = North 

First sort by key and then doc id

 ✓
✓

https://emojipedia.org/heavy-check-mark/


C A N  Q U E R Y  M U LT I P L E  F I E L D S  AT  O N C E

C A PA C I T Y D O C _ I D
1 0 X X X
2 0 B B B
2 0 C C C
2 0 D D D
2 0 X X X
2 0 Y Y Y
4 2 A D S

L O C AT I O N
N

D O C _ I D
N O R T H B B B
N O R T H X X X

C E N T R A L C C C
S O U T H A D S

diner = 20 & location = North 

First sort by key and then doc id

✓
✓



C A N  Q U E R Y  M U LT I P L E  F I E L D S  AT  O N C E

C A PA C I T Y D O C _ I D
1 0 X X X
2 0 B B B
2 0 C C C
2 0 D D D
2 0 X X X
2 0 Y Y Y
4 2 A D S

L O C AT I O N
N

D O C _ I D
N O R T H B B B
N O R T H X X X

C E N T R A L C C C
S O U T H A D S

diner = 20 & location = North 

First sort by key and then doc id

✓
✓



C A N  Q U E R Y  M U LT I P L E  F I E L D S  AT  O N C E

C A PA C I T Y D O C _ I D
1 0 X X X
2 0 B B B
2 0 C C C
2 0 D D D
2 0 X X X
2 0 Y Y Y
4 2 A D S

L O C AT I O N
N

D O C _ I D
N O R T H B B B
N O R T H X X X

C E N T R A L C C C
S O U T H A D S

diner = 20 & location = North 

First sort by key and then doc id

✓
✓



C A N  Q U E R Y  M U LT I P L E  F I E L D S  AT  O N C E

C A PA C I T Y D O C _ I D
1 0 X X X
2 0 B B B
2 0 C C C
2 0 D D D
2 0 X X X
2 0 Y Y Y
4 2 A D S

L O C AT I O N
N

D O C _ I D
N O R T H B B B
N O R T H X X X

C E N T R A L C C C
S O U T H A D S

diner = 20 & location = North 

First sort by key and then doc id

✓
✓

✓

✓



C A N  Q U E R Y  M U LT I P L E  F I E L D S  AT  O N C E

C A PA C I T Y D O C _ I D
1 0 X X X
2 0 B B B
2 0 C C C
2 0 D D D
2 0 X X X
2 0 Y Y Y
4 2 A D S

L O C AT I O N
N

D O C _ I D
N O R T H B B B
N O R T H X X X

C E N T R A L C C C
S O U T H A D S

diner = 20 & location = North 

First sort by key and then doc id

✓
✓

✓

✓

Algorithm terminates



H O W  T O  S T R U C T U R E  Y O U  D ATA

• The Rules 

• Document have size limit 1MB 

• Can retrieve a partial document 

• Queries are shallow 

• Billed by number of read and writes 
you perform 

• Queries find documents in collection



S E C U R I T Y  R U L E S

• Can give every use complete access to the database 
otherwise the can do really bad stuff.  Like edit or 
delete other users data. 



H O W  D O  W E  D E A L  W I T H  T H I S ?  
C L I E N T  L E V E L  S E C U R I T Y
• Never trust your client application. 

• Always assume evil  client
Security rules

D 1 D 2

Collection



H O W  D O  W E  D E A L  W I T H  T H I S ?  
C L I E N T  L E V E L  S E C U R I T Y
• Never trust your client application. 

• Always assume evil  client
Security rules

R E A D  O R  W R I T E  
D O C U M E N T  C O L L E C T I O N

D 1 D 2

Collection



H O W  D O  W E  D E A L  W I T H  T H I S ?  
C L I E N T  L E V E L  S E C U R I T Y
• Never trust your client application. 

• Always assume evil  client
Security rules

R E Q U E S T
D 1 D 2

Collection



H O W  D O  W E  D E A L  W I T H  T H I S ?  
C L I E N T  L E V E L  S E C U R I T Y
• Never trust your client application. 

• Always assume evil  client
Security rules

R E Q U E S T

Check  
request

Pass
Drop

W H AT  D O C U M E N T  A R E  S E C U R I N G  A N D  W H AT   
L O G I C  A R E  U S I N G  T O  S E C U R E  T H E M  

D 1 D 2

Collection



H O W  D O  W E  D E A L  W I T H  T H I S ?  
C L I E N T  L E V E L  S E C U R I T Y

M AT C H  A N Y  D ATA B A S E  N A M E



Allowed to paths for rule 
Matches 



Parallel Paths

Rules at this top 
Level does apply 
For nested levels



Add this wild card 
To represent all  

Documents

Best practice to specify rules documents not 
Collections  



Two types of wild cards: Type 1 Single element wild card



Match everything in rest of the path

E V E R Y  D O C U M E N T  I N   
T H E  U S E R  C O L L E C T I O N  

A N D  A L L  S U B  C O L L E C T I O N S

Value of the restOfPath contains eg: 
/collection/document/collection 

T O P  R E S U LT  TA K E   
P R E S I D E N C E



5 Conditions that you check 

1. Get (Get document) 
2.  List (Get documents in collection 
3. Create (Create a document)  
4. Delete (Delete a document)  
5. Update (Update content of a document) 

}

}
R E A D

W R I T E

F O R  E A C H  A C T I O N  Y O U  W I L L  R E T U R N  A  B O O L E A N   
T O  I N D I C AT E  W H E R E  I T  I S  P O S S I B L E  T O  E X E C U T E   

T H AT  A C T I O N



A L L  D O C S  I N  T H E  P U B L I C   
C O L L E C T I O N  C A N  B E  R E A D  

B Y  A N Y O N E

A L L  O T H E R  A C T I O N S   
A R E  FA L S E  B Y  D E FA U LT



Normally you make decisions based on a condition

1. Based on the request data 
2. Based on the target document 
3.  Based on other data in database



Normally you make decisions based on a condition

1. Based on the request data 
2. Based on the target document 
3.  Based on other data in database

R E S O U R C E A U T H

Request
T H O U G H  T H E  A U T H  R E Q U E S T  

I S  C O M I N G  C O M I N G  F R O M  U S E R  
Y O U  C A N  G E N E R A L LY  T R U S T  I T  

B E C A U S E  I T  I S  G E N E R AT E  
B Y  A  P R E V I O U S  A U T H E N T I C AT I O N  

E X C H A N G E



Normally you make decisions based on a condition

1. Based on the request data 
2. Based on the target document 
3.  Based on other data in database

R E S O U R C E A U T H

Request request.auth !=null 
request.auth.uid 

request.auth.token.email 
request.auth.token.email_verified



O N LY  R E A D  D ATA  I F  Y O U   
A R E  S I G N E D  I N

O N LY  A L B E R T _ 2 4   
C A N  R E A D S  T H E S E  

 D O C U M E N T



R E S O U R C E  A U T H

Request

D ATA

What about writes? 

You can access any of the files in the data  
As you would properties in a JSON object

 request.resource.data.property 

http://request.resource.data.info


Important 

User be able to submit review  
On behalf of other users



R E S O U R C E  A U T H

Request

D ATA

There also other resource object 
That represents the data being written 
Or read that is already in the database 

R E S O U R C E  
R E S O U R C E  N O T  T H E  S A M E   

A S  R E Q U E S T. R E S O U R C E



Y O U  C A N  O N LY  R E V I E W S  T H AT  Y O U  H AV E  W R I T T E N  
 B E C A U S E  Y O U R  U S E R I D  N E E D S  T O  M AT C H   
T H E  R E S O U R C E  I D  



Make sure that  
User can’t view  
Draft reviews



Can’t use security rules to filter for you 

The query get all reviews would  fail because the security 
rules does not evaluate each document. (Too much time) 

Look at the query and try determine if would be 
approved regardless of the content in the database 



H O W  T O  S T R U C T U R E  D ATA  

What documents 
And collections would we need  

To build instagram

This about security rules



https://www.youtube.com/watch?v=eW5MdE3ZcAw&t=247s

https://www.youtube.com/watch?v=eW5MdE3ZcAw&t=247s

